Using the PAB in Microsoft 365

If you use Microsoft 365, follow the steps below to report an email with the PAB:

1. Open the email that you would like to report.
2. Click the ... button at the top-right corner of the email.
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Test User ¥

You have a new voicemail! 855-566-9234

Details

Time of Call: Today @ 12:45:47
Lenth of Call: 46 seconds

*If you cannot play, move message to the "Inbox" folder.

3. From the drop-down menu that opens, click Phish Alert.
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4. Inthe prompt that opens, click Phish Alert again to report the email.
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Are you sure you want to report this as a
phishing email?

Subject: Summons Notification
From:  Court Summons

Phish Alert

After you click Phish Alert again, a message will display. This message will tell you if the email you reported was a
simulated phishing attack or if the email will need to be reviewed by your IT team. For an example of a message that you
may receive if you successfully report a simulated phishing email, see the screenshot below:

Phish Alert

X

Congratulations! The email you reported was a simulated phishing attack initiated by your
company. Good job!

Ok




Using the PAB in the Microsoft Outlook Mobile App for Apple iOS

If you use the Microsoft Outlook app for Apple iOS, follow the steps below to report an email:

1. Open the email that you would like to report.
2. Click the ... button at the top-right corner of the screen.
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To You cece

Dear Valued Customer, /

Your auto manufacturer has issued a safety-
related defect for certain vehicles matching your
make and model year. If your car is included in
this recall, take yvour vehicle to yvour local
certified service center and the repairs will be
completed at no cost to you.

Please click here to see if your vehicle
qualifies under this program.

Thank you,

NHTSA
National Highway Traffic Safety Administration
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3. Click the Phish Alert icon.
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4. Inthe prompt that opens, click Phish Alert again to report the email.
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Are you sure you want to report this as a
phishing email?

Subject: Safety recall for your vehicle
From: Doris K.

h Alert

5. After you click Phish Alert again, a message will display to congratulate you for reporting the email. To close
this message, click OK.

il Verizon LTE 10:53 AM @ ()

e Phish Alert V2

Great Job!!! Thank you for reporting this email.
This was no simulation, so thank you again for
keeping us safe.




Using the PAB in the Microsoft Outlook Mobile App for Android

If you use the Microsoft Outlook app for Android, follow the steps below to report an email:

1. Open the email that you would like to report.
2. Click the ... button at the top-right corner of the screen.
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Safety recall for your vehicle

Note to self Yesterday
Pamela C. / :
SourceMessage.eml
EML - 43 KB

Dear Valued Customer,

Your auto manufacturer has issued a
safety-related defect for certain vehicles
matching your make and model year.

If your car is included in this recall, take
your vehicle to your local certified service
center and the repairs will be completed
at no cost to you.
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3. Click the Phish Alert icon.
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4. Inthe prompt that opens, click Mobile Phish Alert to report the email.
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Are you sure you want to report this as a
phishing email?

Subject: Safety recall for your vehicle

From: Pamela C.

Mobile Phish Alert

5. After you click Mobile Phish Alert, a message will display that congratulates you for reporting the email. To
close this message, click OK.

Thank you for reporting this email to your

security team. Because of people like you, our
company is more secure!

oK




Using the PAB in the Microsoft Outlook Desktop Client

1. Open the email you would like to report.

While the email is still open, click the Phish Alert button at the top-right corner of the page.

3. Inthe prompt that opens, click Phish Alert if you would like to report the email. If you decide to not report the
email, you can click the X in the upper right-hand corner of the pop up window.
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